Terms of Reference (ToRs) for Securing a Whistleblower Hotline Service Provider
1. Introduction

ZEP-RE (PTA Reinsurance Company) is committed to fostering an ethical and transparent work
environment. To enhance this, ZEP-RE seeks to engage a qualified external service provider to establish
and manage a confidential, secure whistleblower hotline that enables employees and stakeholders to
report concerns about potential ethical or compliance violations. This hotline will provide round-the-
clock support in multiple languages, ensuring confidentiality and accessibility for all users.

2. Objectives

The primary objective of this assignment is to engage a specialized service provider to administer a
whistleblower hotline that:

Operates 24/7.

e Provides multilingual support.

e Ensures user confidentiality and data security.

e Offers seamless reporting options via phone and email.

Online portal accessibility.
3. Scope of Work
The selected service provider will be responsible for the following:

3.1. Hotline Setup and Operation

e Set up and maintain a secure, confidential whistleblower hotline, with email and phone
reporting capabilities available 24/7.
e Implement both local and toll-free numbers where feasible to facilitate accessibility.

Provide a secure and user-friendly web-based interface for users to submit reports.

3.2 Multilingual Support

e Provide language support that aligns with ZEP-RE's diverse employee and stakeholder base
across various countries.

e Ensure agents are fluent in languages required by ZEP-RE’s operational regions, with priority
on English, French, Arabic, Portuguese, and any other required regional languages.

3.3 Data Protection and Confidentiality

e Ensure data security through encryption and secure access controls.
e Guarantee complete anonymity and confidentiality for users who submit reports.

Ensure full compliance with the country specific data Protection Laws.

3.4 Reporting and Analytics

e Develop a standardized reporting template for whistleblower cases, ensuring ZEP-RE’s
compliance team can review cases efficiently.



e Ability to customize reports.

e Provide real-time access to reports for designated ZEP-RE personnel via a secure portal.

e Deliver monthly and quarterly analytics reports detailing trends, volume, and response times,
while preserving anonymity.

3.5 Training and Awareness

e Develop training materials to inform ZEP-RE employees and stakeholders on the proper use of
the hotline.

e  Assist ZEP-RE in creating awareness campaigns to promote the hotline’s existence, purpose,
and confidentiality.

3.6 Continuous Improvement

e Conduct periodic reviews and upgrades to ensure the hotline remains effective and secure.
e Recommend and implement enhancements based on user feedback and emerging best
practices.

4. Deliverables

The service provider will deliver the following:

e Test plan and test results of hotline features before go-live

e Fully operational hotline and reporting platform within 30 days of contract award.

e User guide and training materials for ZEP-RE staff.

e Monthly and quarterly analytical reports on hotline usage.

e Periodic performance reports and updates to improve hotline efficiency and security.

5. Qualifications of the Service Provider

The ideal service provider will possess the following:

e Demonstrated experience in setting up and managing secure whistleblower hotlines for
organizations of similar scale.

e Expertise in data security and confidentiality protocols.

e  Multilingual capabilities covering ZEP-RE's operational regions.

e Strong references from previous clients in the financial or corporate sectors.

6. Duration of the Assignment

e The contract will be awarded for an initial period of one year, with the possibility of renewal
based on performance and mutual agreement.

7. Evaluation Criteria

Proposals will be evaluated based on the following criteria:

e Technical capability and experience with similar assignments (40%).

e Ability to meet multilingual and 24/7 operational requirements (20%).
e Data security and confidentiality measures (20%).

e Cost-effectiveness and financial proposal (20%).

8. Submission Requirements

Interested service providers are requested to submit:



e Adetailed technical proposal outlining how they will meet the scope of work.

e A financial proposal, inclusive of all costs.
e Company profile and experience with similar projects.

At least three references from recent clients.

9. Deadline for Submission

Proposals must be submitted to ZEP-RE Procurement by Monday, 21 July 2025. Late submissions
will not be considered.



